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Privacy rights are 
human rights
Privacy is multi-faceted

image source: https://blog.torproject.org/privacy-is-a-human-right/
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“The right to be left 
alone”
The first publication on 
privacy rights in the U.S.

“The Right to Privacy” by Samuel D. Warren II and Louis 
Brandeis, published in the 1890 Harvard Law Review

the first amateur camera, the Kodak 
camera released in 1888 3



Privacy as 
Separation
The creation of a “personal zone”, 
either physical or psychological 
A private space – a home, a 
green room, or a bathroom – to 
engage in activities beyond the 
public eye.

image source: https://www.contemporist.com/brick-wall-hidden-compartment/
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Privacy as Intimacy

• Information types that are by nature intimate, like our sexuality, medical 
conditions, and financial information, are private


• What is intimate to one person may not be intimate to another
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Privacy as Harms
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Privacy as freedom 
from…
excluding others 
hiding secrets or intimate details 
… 
privacy as a negative right
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Privacy as freedom 
for…
Privacy as a positive right

image source: https://android-developers.googleblog.com/2015/08/building-better-apps-with-runtime.html
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Privacy as 
Autonomy/Choice/
Control
The right to control public 
knowledge of our personal 
selves 
Having a profound impact on 
privacy law

image source: https://android-developers.googleblog.com/2015/08/building-better-apps-with-runtime.html
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Privacy as Trust
Data collectors are being 
entrusted with our information. 
Therefore, they should be held 
to a higher standard than mere 
notice. 
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In the age of LLMs, what new 
privacy challenges are emerging?
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AI as a tool AI as an autonomous agent
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Brainstorming:
What are new privacy 
challenges in LLM chatbots?
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How much does 
your ChatGPT 
know about you?
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How can your 
personal 
information be 
exposed?
Memorization
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How can your 
personal 
information be 
exposed?
Memorization 
“Shared” with the public
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How can your 
personal 
information be 
exposed?
Memorization 
“Shared” with the public

Note: This search query no longer works
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How can your 
personal 
information be 
exposed?
Memorization 
“Shared” with the public 
AI-powered search

✅

✅

✅

❌
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How can your 
personal 
information be 
exposed?
Memorization 
“Shared” with the public 
AI-powered search 
Legal risks
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Agentic AI systems—AI systems 
that can pursue complex goals 
with limited direct supervision

OpenAI. (2024). Practices for governing agentic AI systems.



21

While there isn’t a widely accepted definition for 
LLM-powered agents, they can be described as a 
system that can use an LLM to reason through a 
problem, create a plan to solve the problem, and 
execute the plan with the help of a set of tools.

NVIDIA Technical Report. (2024). Introduction to LLM Agents.



LLM Agent on the rise
GUI agents operate computer to complete tasks automatically
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Brainstorming:
What are new privacy 
challenges in LLM agents?

24



How can your 
personal 
information be 
exposed?
Prompt Injection
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https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
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See a real world attack example with Supabase + MCP + Cursor



How can your 
personal 
information be 
exposed?
Prompt Injection 
Unaware of Privacy Norms
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Shao, Y., Li, T., Shi, W., Liu, Y., & Yang, D. PrivacyLens: Evaluating Privacy Norm Awareness of 
Language Models in Action. (NeurIPS D&B 2024)

Exposure can happen even without 
a malicious party!



How can your 
personal 
information be 
exposed?
Prompt Injection 
Unaware of Privacy Norms 
Democratized surveillance
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Mapping the urgent privacy issues in LLM systems
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Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).
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Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).

The line between private and 
public space is further blurred.
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Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).

From institutional privacy harms 
to interpersonal privacy harms
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Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).

It’s not just the model, but how 
it’s integrated into the world.



What should we do to address 
these challenges?
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Review existing 
methods:
Privacy-Enhancing 
Technologies (PETs)
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Tool #1: Differential Privacy (DP)
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Adding noise to mask any 1 data point (with bounded “size”) in a dataset

Randomness → information-theoretic protection 

• Different noise distributions = different properties / guarantees  

• Continuous: Laplace, Gaussian, Exponential, … 

• Discrete: Coin flips, Binomial, Discrete Gaussian, Skellam, …



Tool #1: Differential Privacy (DP)
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Adding noise to mask any 1 data point (with bounded “size”) in a dataset

Intuitions 

• since any 1 point can deny its existence, we thus provide privacy for any 1 point 

• since we can decide “how much” to obscure (by adjusting the noise/size ratio), 
this privacy is quantifiable (“ε-DP” or “(ε, δ)-DP”, low = private)

Think “plausible deniability”:  

• When looking at some function outputs, how do you know if that’s due to a single point, or just noise? 

• 1 data point hence “differential” privacy 

• Bounded “size” since noise needs to cover the point



Tool #1: Differential Privacy (DP)
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Adding noise to mask any 1 data point (with bounded “size”) in a dataset

Defines what exactly are we obscuring 

• 1 point = 1 person  (“user-level DP”) 

• 1 point = 1 image in CIFAR-10 (“example-level DP”) 

• 1 point = 1 device in distributed learning (“client-level DP”)



Tool #1: Differential Privacy (DP)

• Goal of the DP: Learn the trend of a population without exposing an 
individual. 

• It can be used in many applications: data analytics, machine learning, 
synthetic data generation etc.


• Main challenges of DP:


• Expensive, both utility-wise and compute-wise 


• Usability and comprehension issues
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Tool #2: Federated Learning (FL)

• Goal of FL: Learn from distributed data, without centralizing them


• Main idea: send models, not data


• Data is distributed across silos and can’t be centralized


• Instead of aggregating them to a central location, just send the model to 
the silos (“clients”)


• Silos train them for a bit, and return to central coordinator (“server”)


• Coordinator merges the model updates, and proceeds to next “round”
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Tool #3: Multi-Party Computation (MPC)

• Goal of MPC: Compute a function over private inputs from multiple parties


• Example: Secure Aggregation 


• Each participant has some private value


• Server wants to learn the sum


• Participants arrive at mutually-cancelling masks 


• Each participant adds a mask to their value


• Sends the masked values to server


• Server sums them & masks cancel out, revealing the actual sum 
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Tool #4: Homomorphic Encryption (HE)

• Goal of HE: Encrypt an input such that we can perform arithmetic on the 
encryption


• Say we have input x, y; there’s a way to do encryption E(x), E(y) such that


• E(x) + E(y) = E(x + y)


• E(x) * E(y) = E(x * y)


• The result can then be decrypted without learning about the plain x, y.


• With adds and mults, we can technically define arbitrary computations. 
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Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).



A Decade of AI/ML Privacy Research
Trends from leading ML, NLP, and S&P conferences
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Training Data Leakage 
Via Regurgitation

Direct Chat Leakage via Uninformed 
Consent or Compromised Provider 

Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).

Related Technologies: DP, Machine 
Unlearning

Related Technologies: FL, HE, MPC, Trusted 
Execution Environments, On-device ML



A Decade of AI/ML Privacy Research
Trends from leading ML, NLP, and S&P conferences
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Indirect Attribute Inference
Indirect Chat and


Context Leakage via Input-
Output Flow

Mireshghallah, Niloofar, and Tianshi Li. "Position: Privacy Is Not Just Memorization!." arXiv preprint arXiv:2510.01645 (2025).

Direct Attribute Aggregation



New topic: Contextual Integrity and Privacy Norms
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"Privacy in Context: Technology, Policy, and the Integrity of Social Life” Helen Nissenbaum



New topic: Contextual Integrity and Privacy Norms
New Model Benchmarks
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Shao, Yijia, Tianshi Li, Weiyan Shi, Yanchen Liu, and Diyi Yang. "Privacylens: Evaluating 
privacy norm awareness of language models in action."  (NeurIPS 2024 D&B)

Mireshghallah, Niloofar, Hyunwoo Kim, Xuhui Zhou, Yulia Tsvetkov, Maarten Sap, Reza Shokri, 
and Yejin Choi. "Can llms keep a secret? testing privacy implications of language models via 

contextual integrity theory." (ICLR 2024)



New topic: Contextual Integrity and Privacy Norms
Apply Contextual Privacy in System Design

47

Bagdasarian, Eugene, Ren Yi, Sahra Ghalebikesabi, Peter Kairouz, Marco Gruteser, Sewoong Oh, Borja Balle, and Daniel Ramage. 
"Airgapagent: Protecting privacy-conscious conversational agents." (CCS 2024)



New topic: Contextual Integrity and Privacy Norms
Open challenges: Operationalization is difficult

48

Guo, Bingcan, Eryue Xu, Zhiping Zhang, and Tianshi Li. "Not My Agent, Not My Boundary? Elicitation of Personal Privacy Boundaries in AI-
Delegated Information Sharing." arXiv preprint arXiv:2509.21712 (2025).



Review existing 
methods:
User Privacy Management 
Tools

49
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Privacy Labels System-level permissions In app privacy settings
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https://openai.com/index/introducing-operator/
ChatGPT Data controls

https://openai.com/index/introducing-operator/


Issue #1: Awareness Gaps and Flawed Mental Models
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• response generation 

• improvement & training
“A Super Searcher”

Not in LLM-based CAs

Expect a more controllable generation 
process and data use: 
• rule-based methods &human interventions

Zhang, Zhiping, et al. "“It's a Fair Game”, or Is It? Examining How Users Navigate Disclosure Risks and Benefits When Using LLM-Based Conversational Agents."  (CHI 2024)



Issue #1: Awareness Gaps and Flawed Mental Models

53

• response generation 

• improvement & training
User Input is a Quality Indicator

Hard to imagine the memorization risks
“I don't see how they will use that [my input zip 
code] in a response.”(P1)

Steve Jobs is a Pisces

Thank you! That’s what I want.

🤖
🤖

What’s the sign of Steve Jobs? 

Steve Jobs is a Pisces 🤖
Zhang, Zhiping, et al. "“It's a Fair Game”, or Is It? Examining How Users Navigate Disclosure Risks and Benefits When Using LLM-Based Conversational Agents."  (CHI 2024)



Issue #2: Trade-offs among privacy, utility, and convenience
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Perceived Capability of the CAs Convenience of Operation

Perceived Personal Data Sensitivity

“I’m doing the same risk by using the 
app like Instagram or Facebook.” (P1)

Resignation Perceived Risks and Harms

• data misuse by institutions 
• idea theft 
• being finding out using AI for certain tasks

Perceived Norms of Disclosure

• attitude towards independent privacy issue 
• company policies or NDAs

Trade-
of

Zhang, Zhiping, et al. "“It's a Fair Game”, or Is It? Examining How Users Navigate Disclosure Risks and Benefits When Using LLM-Based Conversational Agents."  (CHI 2024)



Issue #3: Cognitive and Manual Limits

• Direct privacy control has become effortful, ineffective, or even infeasible 


• Maintaining a mental picture of all the information voluntarily shared with 
ChatGPT is hard


• AI agents can aggregate and exfiltrate information at a scale and speed 
humans can’t compete with


• Autonomous agents are designed with limited human supervision as their 
core value
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Issue #4: Misaligned trust and over-reliance 
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Zhang, Zhiping, Bingcan Guo, and Tianshi Li. "Privacy Leakage Overshadowed by Views of AI: A Study on Human Oversight of Privacy in Language Model Agent." arXiv preprint arXiv:2411.01344 (2024).

👍



Issue #5: AI shaming and secret use
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Zhang, Zhiping, et al. "Secret use of large language model (LLM).” (CSCW 2025)



Addressing AI privacy problems also 
requires socio-technical approaches
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Brainstorming:
What novel approaches can 
address these challenges?
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Get the ball rolling w/ some examples


• User-led data minimization


• Personalized privacy boundary


• AI agent with intermediate autonomy


• AI for Privacy in UX Design



User-Led Data minimization
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Zhou, Jijie, Eryue Xu, Yaoyao Wu, and Tianshi Li. "Rescriber: Smaller-LLM-Powered User-Led Data Minimization for LLM-Based Chatbots." (CHI 2025)

GPT replies (shown on hover):

C

A

D1

D2

B

B2 B3

Prompt sent out (shown on hover):

D

B1



User-Led Data minimization

Create a work out plan for me. I am 6 foot 5 and weigh 220 pounds 
and live in KCMO.

P7

Please read the following email and write an appropriate response:

Emily Clarke <emily.clarke@templestate.edu>

To: martinj@silverplan.gov.us

P5

…They were experiencing full body pain and aches, lethargy, 
and general malaise…When they woke the next day, the full 
body pain and aches were gone. Do you think the meditation 
caused the health improvement?

Create a work out plan for me. I am 6 foot 5 and weigh 220 
pounds and live in KCMO.

P2

Identifiers
[Email2]

[Name1] [Email1]

Quasi-
identifiers

tall

Sanitized prompts still yield satisfactory responses and reduces privacy concerns; some prompts are slightly modified to reduce re-identification risks

Sensitive 
Information

[Health_info2] [Health_info3]
[Health_info4]

_info4]
[Health

[Health_info3]
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Personalized privacy boundary
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Guo, Bingcan, Eryue Xu, Zhiping Zhang, and Tianshi Li. "Not My Agent, Not My Boundary? Elicitation of Personal Privacy Boundaries in AI-Delegated Information Sharing." arXiv preprint arXiv:2509.21712 (2025).



AI agent with intermediate autonomy
Delegating privacy control to users when necessary

63

Zhiping Zhang, Yi Evie Zhang, Freda Shi, and Tianshi Li. "Autonomy Matters: A Study on Personalization-Privacy Dilemma in LLM Agents." arXiv preprint arXiv:2510.04465 (2025)

Example of the LLM agent under the Intermediate Autonomy condition in our study.



AI agent with intermediate autonomy
Delegating privacy control to users when necessary
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Zhiping Zhang, Yi Evie Zhang, Freda Shi, and Tianshi Li. "Autonomy Matters: A Study on Personalization-Privacy Dilemma in LLM Agents." arXiv preprint arXiv:2510.04465 (2025)



AI for Privacy in UX Design
Empathic and Motivating Privacy Reviews in UX Design

65

Zeya Chen*, Jianing Wen*, Ruth Schmidt, Yaxing Yao, Toby Jia-Jun Li, and Tianshi Li. "PrivacyMotiv: Speculative Persona Journeys for Empathic and Motivating Privacy Reviews in UX Design." 
arXiv preprint arXiv:2510.03559 (2025)



AI for Privacy in UX Design
Empathic and Motivating Privacy Reviews in UX Design
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Zeya Chen*, Jianing Wen*, Ruth Schmidt, Yaxing Yao, Toby Jia-Jun Li, and Tianshi Li. "PrivacyMotiv: Speculative Persona Journeys for Empathic and Motivating Privacy Reviews in UX Design." 
arXiv preprint arXiv:2510.03559 (2025)



AI for Privacy in UX Design
Empathic and Motivating Privacy Reviews in UX Design
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Zeya Chen*, Jianing Wen*, Ruth Schmidt, Yaxing Yao, Toby Jia-Jun Li, and Tianshi Li. "PrivacyMotiv: Speculative Persona Journeys for Empathic and Motivating Privacy Reviews in UX Design." 
arXiv preprint arXiv:2510.03559 (2025)



AI for Privacy in UX Design
Empathic and Motivating Privacy Reviews in UX Design
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Zeya Chen*, Jianing Wen*, Ruth Schmidt, Yaxing Yao, Toby Jia-Jun Li, and Tianshi Li. "PrivacyMotiv: Speculative Persona Journeys for Empathic and Motivating Privacy Reviews in UX Design." 
arXiv preprint arXiv:2510.03559 (2025)



Thank you! 
Questions?
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